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Digital Payments Ecosystem 

 
Source: MeitY 
 
1.2.4. Recently, Government has taken a number of steps to facilitate and incentivize the 

move to a digital economy which include (a) Launch of the BHIM (Bharat Interface For 

Money) app for smartphones which is based on the new Unified Payments Interface 

(UPI). This has created inter-operability of digital transactions. The 250 million digital-

haves can use their smartphone to make simple and quick payments (b) Launch of BHIM 

USSD 2.0, a product that allows the 350 million feature phone users to take advantage of 

the UPI (c) Launch of Aadhaar Merchant Pay, aimed at the 350 million who do not have 

phones. (d) Reductions in fees (Merchant Discount Rate) paid on digital transactions and 

transactions that use the UPI (e) Encouraging the adoption of Point of Sale (POS) devices 

beyond the current 1.5 million, through tariff reductions. There have also been 

relaxations of limits on the use of payment wallets. Tax benefits have also been provided 

for to incentivize digital transactions. 

1.2.5. It is observed that Aadhaar-Enabled Payments System (AEPS) transactions have 

been steadily rising. 

Digital transactions (Rs crore) of digitally excluded 

 
Source: Economic Survey & NPCI                                        
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1.2.6. As people have started to use such e-payment systems, they have discovered that 

it is more convenient to conduct financial activities electronically. Eventually with the 

process gaining momentum, technology would be adopted by a large section of 

population for which the digital payments are to be made secure. With literacy levels of 

people adopting technology not being at the same level and with increased volume and 

velocity of the digital data in the financial sector attributable to the ICT penetration and 

innovation, the Working Group noted that the sector needs to address this growing and 

challenging need of ensuring adequate cyber security. Therefore, the stakeholders need 

to proactively embrace cyber-hygiene on the one hand and a formal and professional 

approach to prevent, monitor, detect, respond and recover from cyber-incidents, apart 

from having a state of the art cyber security infrastructure, in financial institutions.  

1.3. Discussions in international fora on Fin Tech and Cyber Security 

1.3.1. Cyber Security as a topic is in the mainstream in the recent past and likely to 

continue so in the coming days. Many studies reveal that cyber security is one of the 

aspects receiving the attention of most of the Boards of companies. World Economic 

Forum 20178 held in Switzerland observed that cyber-security is at the top of the list of 

business risks and not just for the financial sector. This underlines the vulnerabilities 

faced by the financial sector. World Economic Forum9 2017 held in Davos discussed 

cyber-security related issues at length and published a document10 titled “Advancing 

Cyber Resilience: Principles and Tools for Boards,” put together by a Working Group 

including many stakeholders in collaboration with the Boston Consulting Group and 

Hewlett Packard Enterprise. ‘Promote Cyber Resilience’ is one of the themes advocated 

by the publication11. 

1.3.2. Building on President Obama and President Xi’s historic agreement on state 

activity in cyberspace during President Xi’s State Visit to Washington, D.C. in September 

2015, G2012 acknowledged the risk of cyber threats to the collective ability to use the 

Internet to bolster economic growth and development. The G7 also identified Cyber-

security Strategy and Framework, Governance, Risk and Control Assessment, 

Monitoring, Response, Recovery and Information Sharing as the fundamental elements 

of cyber security.  

1.3.3. The Committee on Payments and Market Infrastructures (CPMI) and the Board of 
the International Organization of Securities Commissions (IOSCO) released the final 
report on ‘Guidance on cyber resilience for financial market infrastructures’ (“Cyber 

                                                           
8
 World Economic Forum, Why India’s move toward a cashless society could increase cybercrime, 

2017,  https://www.weforum.org/agenda/2017/03/why-indias-move-toward-a-cashless-society-could-increase-
cybercrime 
9 World Economic Forum, Advancing Cyber Resilience: Principles and Tools for Boards, 
2017,http://www3.weforum.org/docs/IP/2017/Adv_Cyber_Resilience_Principles-Tools.pdf 
10 World Economic Forum, What cyber security insiders discussed at davos, 
2017, https://www.weforum.org/agenda/2017/02/what-cyber-security-insiders-discussed-at-davos-2017 
11 World Economic Forum, The year cybersecurity went mainstream, 2017 

https://www.weforum.org/agenda/2017/03/cyberattacks-are-everybodys-business-why-cybersecurity-is-now-top-of-the-agenda-
for-the-worlds-decision-makers 
12 Whitehouse.gov, FACT SHEET: The 2015 G20 Summit in Antalya, Turkey dated April 14, 2017 

http://www3.weforum.org/docs/IP/2017/Adv_Cyber_Resilience_Principles-Tools.pdf
http://www3.weforum.org/docs/IP/2017/Adv_Cyber_Resilience_Principles-Tools.pdf
https://www.weforum.org/agenda/2017/03/why-indias-move-toward-a-cashless-society-could-increase-cybercrime
https://www.weforum.org/agenda/2017/03/why-indias-move-toward-a-cashless-society-could-increase-cybercrime
http://www3.weforum.org/docs/IP/2017/Adv_Cyber_Resilience_Principles-Tools.pdf
https://www.weforum.org/agenda/2017/02/what-cyber-security-insiders-discussed-at-davos-2017
https://www.weforum.org/agenda/2017/03/cyberattacks-are-everybodys-business-why-cybersecurity-is-now-top-of-the-agenda-for-the-worlds-decision-makers
https://www.weforum.org/agenda/2017/03/cyberattacks-are-everybodys-business-why-cybersecurity-is-now-top-of-the-agenda-for-the-worlds-decision-makers
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Guidance”) on 29 June 2016.  The Cyber Guidance was the first internationally agreed 
guidance on cyber security for the financial industry. It has been developed against the 
backdrop of a rising number of cyber-attacks against the financial sector and in a context 
where attacks are becoming increasingly sophisticated. Key concepts built into the 
Cyber Guidance included the following:  

(i) Sound cyber governance is key. Board and senior management attention is 

critical to a successful cyber resilience strategy.  

(ii) The ability to resume operations quickly and safely after a successful cyber-

attack is paramount. 

(iii)  Financial market infrastructures (FMIs) should make use of good-quality threat 

intelligence and rigorous testing. 

(iv) FMIs should aim to instil a culture of cyber risk awareness and demonstrate 

ongoing re-evaluation and improvement of their cyber resilience at every level 

within the organisation. 

(v) Cyber resilience cannot be achieved by an FMI alone; it is a collective endeavour 

of the whole “ecosystem”. 

 

1.3.4. Financial Technology (Fin Tech) is defined as technologically enabled financial 

innovation that could result in new business models, applications, processes or products 

with an associated material effect on financial markets and institutions on provision of 

financial services. The financial technology (Fin Tech) landscape continues to evolve, 

with some new applications of technology already launched and others still in their 

infancy. In the first nine months of 2016, global investment in Fin Tech reached USD 21 

billion, marking a five-fold increase over 201313.  Much of these investments are 

concentrated in the United States and in Asia, where large and successful Fin Tech firms 

operate in the payments and lending space, and new investment is going into insurance, 

block chain and wealth management. While there is currently limited evidence 

regarding risks to financial stability emanating from Fin Tech developments, changes in 

this regard is rapid and decisions taken at this early stage may set important precedents. 

Therefore, there is a need to assess how Fin Tech developments intersect with 

regulatory frameworks, with the objective of facilitating benefits while mitigating risks.  

1.3.5 Fin Tech or the emerging integration of financial businesses and information 

technologies, could transform the industry and the market by providing a range of 

innovative services to customers. Today, cyber security is becoming one of the highest 

priorities in securing financial stability. To foster Fin Tech and maximize its contribution 

to the economy as a whole, constructive and interactive communication among wide 

range of players, including those affiliated with traditional finance industry is required. 

While Fin Tech is necessary to increase efficiency, manage risk better and create new 

opportunities, a smart financial centre must be a safe financial centre. 

                                                           
13 Citi, “Digital Disruption – Revisited: What FinTech VC Investments Tell us About a Changing Industry,” 

January 2017; Accenture, “Fintech and the evolving landscape: landing points for the industry,” April 
2016. 
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1.3.6. The Financial Stability Board (FSB) is an international body that promotes 

international financial stability; it does so by coordinating national financial authorities 

and international standard-setting bodies as they work toward developing strong 

regulatory, supervisory and other financial sector policies. It fosters a level playing field 

by encouraging coherent implementationn of these policies across sectors and 

jurisdictions. The FSB, working through its members, seeks to strengthen financial 

systems and increase the stability of international financial markets.  

1.3.7. FSB recognises that today, the susceptibility of financial activity to cyber-attacks 

is likely to be higher the more the systems of different institutions are connected. In 

general, greater use of technology and digital solutions expand the range and number of 

entry points cyber hackers might target. In this regard, some Fin Tech activities may 

spread data across a larger number of institutions, for example, via increased use of 

digital wallets and e-aggregators. 

1.3.8. The risk of cyber threats to the collective ability to use the internet to bolster 

economic growth and development has also been recognised in G20 forum. It has been 

affirmed at this forum that the international law applies to state conduct in cyberspace 

and has been committed that all states should abide by norms of responsible state 

behaviour in cyberspace. It has also been affirmed that no country should conduct or 

support cyber-enabled theft of intellectual property with the intent of providing 

competitive advantages to companies or commercial sectors. The digitalisation of the 

finance branch is an inextricable part of globalisation with all its pros and cons. On the 

one hand it provides for swift and affordable access to cash and financial services, but on 

the other, cyber-attacks can seriously damage the global interconnected financial sector.  

1.3.9. Recognising the serious ramifications of cyber-related incidents on the financial 

sector, group of G 7 Countries has also released a non-binding, high-level fundamental 

elements of cyber-security designed for financial sector in October 2016. It has 

identified Cyber-Security Strategy and Framework, Governance, Risk and Control 

Assessment, Monitoring, Response, Recovery and Information Sharing, continuous 

learning as the fundamental elements. Increasing sophistication, frequency, and 

persistence, cyber risks are recognised to be growing more dangerous and diverse, 

threatening to disrupt our interconnected global financial systems and the institutions 

that operate and support those systems. To address these risks, the above nonbinding, 

high-level fundamental elements are designed for financial sector private and public 

entities to tailor to their specific operational and threat landscape, role in the sector, and 

legal and regulatory requirements. G 7 feels that public authorities within and across 

jurisdictions can use the elements as well to guide their public policy, regulatory, and 

supervisory efforts and working together, informed by these elements, private and 

public entities and public authorities can help bolster the overall cybersecurity and 

resiliency of the international financial system. 
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1.4. Addressing Cyber Security in Indian financial sector 

1.4.1 The Working Group took stock of the various initiatives taken towards cyber 

Government Initiatives for Indian Cyber Security Ecosystem – Current Status 

 

Source: Ministry of Electronics & Information Technology 
 
security in India, in general and in the financial sector, in particular. The Indian 

Computer Emergency Response Team (CERT-In) was formed in the year 2004 to 
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respond to computer security incidents and it derives its power from Information 

Technology Act.  The IT Act empowers CERT-In to carry on the following functions: 

i. Collection, analysis & dissemination of information on cyber incidents. 

ii. Forecast and alerts on cyber security incidents. 

iii. Emergency measures on cyber security incidents. 

iv. Coordination for cyber incident response activities. 

v. Issue guidelines, advisories, vulnerability and white papers relating to 

information security  

vi. Such other functions relating to cyber security as may be   prescribed. 

1.4.2. The National Cyber Security Policy for India was released by Ministry of 

Communication and Information Technology in the year 2013 with a vision to build a 

secure and resilient cyberspace for citizens, businesses and Government. The mission of 

the Policy is to protect information and information infrastructure in cyberspace, build 

capabilities to prevent and respond to cyber threats, reduce vulnerabilities and 

minimize damage from cyber incidents through a combination of institutional 

structures, people, processes, technology and cooperation. A detailed discussion on 

CERT-In and other sectoral CERT that exists in India is dealt in chapter 2. 

1.4.3. Recognising that Cyber Security is a growing area of concern and priority in the 

emerging scenario, to get clarity on the need and role of financial sector CERT, a meeting 

on Fintech, Digital Innovations and Cyber Security was convened in Department of 

Economic Affairs (DEA) on 3rd January, 2017 with DG, CERT-In wherein it was informed 

that the CERT-In is in operation since 2004 and Section 70 B of the IT Act 2000 provides 

for CERT-In to serve as the National agency for cyber security incident response. 

Section 70 B of the IT Act 2000 provides for CERT-In to serve as the National agency for 
cyber security incident response. The National Cyber Security Policy (NCSP) 2013, Section IV 
– Strategies, Part E, Point 3 envisages to operationalize 24x7 sectoral CERTs for all 
coordination and communication actions within the respective sectors for effective 
incidence response & resolution and cyber crisis management. The NCSP recognizes the 
importance of sectoral CERTs as a ‘Strategy’ for ‘Security threat early warning, vulnerability 
management and response to security threats.’ It also envisages CERT-In to function as a 
nodal agency for coordination of all efforts for cyber security emergency response and crisis 
management and CERT-In will function as an umbrella organization in enabling creation 
and operationalization of sectoral CERTs as well as facilitating communication and 
coordination actions in dealing with cyber crisis situations. Rule 10 of the IT (CERT-In – 
manner of performing function and duties) Rules 2013, mentions that CERT-In shall interact 
with and seek assistance from the sectoral CERT for cyber security incident response and 
prevention. 
1.4.4. It was observed that sector specific CERTs have been permitted under the 

Information Technology Act, 2000 and Rules framed under the Act, and CERT-In assists 

the Ministries and Departments of the Central Government and the Central Public Sector 

Undertakings to establish sectoral CERTs. Such sectoral CERTs need to have a fair 

degree of independence in its functioning to timely report back all cyber incidents to 
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CERT-In. It was felt that CERT-In and the Ministry of Electronics & Information 

Technology (MeitY) need to work in close coordination with DEA for strengthening the 

financial sector cyber security through helping in setting up of financial sector specific 

CERT i.e., CERT-Fin, the need for which was felt unanimously.  

1.4.5. Subsequently, Financial Stability & Development Council (FSDC), the apex financial 

sector body under Chairmanship of Hon’ble Finance Minister and all financial sector 

regulatory heads as its members, in its 16th meeting held on 5th January 2017, 

deliberated on a DEA agenda on “Fin Tech, digital innovations and Cyber security” and 

recognised the need for a fully functional Computer Emergency Response Team in 

Financial Sector (CERT-Fin). The Council agreed that CERT-Fin needs to be established 

to work towards strengthening cyber security in the financial sector in close 

coordination with all financial sector regulators and CERT. It advised that detailed 

modalities may be worked out in consultation with Ministry of Electronics & 

Information Technology (MeitY) and all financial sector Regulators.  

1.5  Budget Announcement on CERT-Fin & setting up of Working Group on CERT-

Fin 

1.5.1. The Hon’ble Finance Minister in Para.101 of his Budget Speech 2017-18, 

announced that “cyber security is critical for safeguarding the integrity and stability of 

our financial sector and announced that a Computer Emergency Response Team for our 

Financial Sector (CERT- Fin) will be established. This entity will work in close 

coordination with all financial sector regulators and other stakeholders”.  

1.5.2. Pursuant to the above announcement, a Working Group was set up to study and 

recommend measures for setting up of computer emergency response system in the 

financial sector and submit its report to the Department within a period of two months, 

with the composition as below:- 

Dr. Sanjay Bahl, Director General, CERT-In, Ministry of Electronics & 
Information Technology, Government of India 

Chairperson 

Dr. C. S. Mohapatra, Advisor (Financial Sector), Department of Economic 
Affairs, Ministry of Finance, Government of India 

Member 

Smt. Anjana Dube, Deputy Director General, Department of Financial 
Services, Ministry of Finance, Government of India 

Member 

Ms. Tulika Pandey, Scientist 'F', Ministry of Electronics & Information 
Technology, Government of India 

Member 

Smt. Meena Hemchandra, Executive Director, Reserve Bank of India Member 

Shri. S. V. Murali Dhar Rao, Executive Director, Securities & Exchange Board 
of India 

Member 

Shri A.R. Nithiyanantham, Chief General Manager, Insurance Regulatory & 
Development Authority of India 

Member 

Shri Satya Ranjan Prasad, Executive Director, Pension Fund Regulatory & 
Development Authority of India  

Member 

Dr. A.S. Ramasastri, Director, Institute for Development & Research in Member 
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Banking Technology 

Shri A.P. Hota, Managing Director & Chief Executive Officer, National 
Payment Corporation of India 

Member 

Shri Nandkumar Saravade, Chief Executive Officer, Reserve Bank 
Information Technology Pvt Ltd 

Member 

 

1.5.3. The terms of reference of the Working Group include (i) To study the existing 

cyber security measures and Computer Emergency Response system in the Financial 

Sector in India (ii) To study the best practices followed in the field of cyber security in 

financial sector across the World vis-à-vis Indian scenario, (iii) To suggest a suitable 

structure for setting up a CERT-Fin to strengthen the cyber security in the financial 

sector to work as sectoral CERT under close coordination with all financial sector 

related stakeholders & the CERT-In, which is the umbrella organization created under 

the Information Technology Act. While, CERT-In will provide necessary technical inputs, 

FSDC Secretariat, DEA will provide secretarial assistance to the Working Group.  

1.5.4. The Working Group held its meetings on 22nd March 2017, 5th April 2017, 5th May, 

2017 and 24th May 2017, besides a workshop for all financial sector Regulators to 

develop clarity on the functioning of CERT-In and the existing framework, in the office of 

DG, CERT-In, on 5th April 2017. The Working Group submitted its report titled “Report of 

the working Group for setting up of Computer Emergency Response Team in the 

financial sector” along with recommendations arrived at unanimously, by all the 

members, after detailed discussion & deliberations. 
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CHAPTER 2 

Existing Cyber Security Structure in India 
 

The Working Group in its first meeting held on 22nd March 2017 decided to study 

the existing cyber security structure in Indian financial sector. It noted that Indian 

Computer Emergency Response Team (CERT-In) and National Critical Information 

Infrastructure Protection Centre (NCIIPC) are the national agencies with latter taking all 

measures including associated research and development for protected  systems of 

Critical Information Infrastructures in India. The Group also noted that the financial 

sector regulators have been taking various initiatives to address cyber security in their 

respective domain, in consultation with CERT-In. In this context, the Group developed 

understanding on the working of CERT-In and NCIIPC in general and the initiatives 

taken by financial sector regulators such as RBI, SEBI, IRDAI & PFRDA in addressing 

cyber security.  

2.1. CERT- In- An overview 

2.1.1. As indicated in para 1.4.1 of chapter 1, the CERT-In under the Ministry of 

Electronics and Information Technology (MeitY) was established in 2004, to help 

organisations / departments handle and respond to cyber security incidents. Section 70 

B of the IT Act 2000 (amended 2008) provides for CERT-In to serve as the National 

agency for cyber security incident response. As already highlighted in chapter 1, it is 

entrusted with the following functions:-   

i. Collection, analysis & dissemination of information on cyber incidents. 

ii. Forecast and alerts on cyber security incidents. 

iii. Emergency measures on cyber security incidents. 

iv. Coordination for cyber incident response activities. 

v. Issue guidelines, advisories, vulnerability and white papers relating to 

information security  

vi. Such other functions relating to cyber security as may be   prescribed. 

 

2.1.2 CERT-In creates awareness on security issues through dissemination of 

information on its website (http:// www. cert-in.org.in) and operates 24x7 incidence 

response Help Desk. (Toll free number +91-1800-11-4949; incident@cert-in.org.in). 

CERT-In provides Incident Prevention and Response services as well as Security Quality 

Management Services. It carries out the following roles: 

Reactive 

 Provide a single point of contact for reporting local cyber security incidents. 

 Assist the organisational constituency and general computing community in 

preventing and handling computer security incidents. 

mailto:incident@cert-in.org.in
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 Share information and lessons learned with other CERTs, response teams, 

organisations and sites. 

 Incident Response. 

 Provide a 24 x 7 security service. 

 Offer recovery procedures. 

 Artifact analysis 

 Incident tracing 

Proactive 

 Issue security guidelines, advisories and timely advice. 

 Vulnerability analysis and response 

 Risk Analysis 

 Collaboration with vendors 

 National Repository of, and a referral agency for, cyber-intrusions. 

 Profiling attackers. 

 Conduct Training 

 Interact with vendors and others at large to investigate and provide solutions for 

incidents. 

Reporting 

 Central point for reporting incidents 

 Database of incidents 

Analysis 

 Analysis of trends and patterns of intruder activity 

 Develop preventive strategies for the whole constituency 

 In-depth look at an incident report or an incident activity to determine the scope, 

priority and threat of the incident. 

Response 

 Incident response is a process devoted to restoring affected systems to operation 

 Send out recommendations for recovery from, and containment of damage 

caused by the incidents. 

 Help the System Administrators take follow up action to prevent recurrence of 

similar incidents. 

 

2.1.3. Cyber Swachhta Kendra (Botnet Cleaning and Malware Analysis Centre 

http://www.cyberswachhtakendra.gov.in) has been launched by CERT-In on February 

21, 2017 for detection of compromised systems in India and to notify, enable cleaning 

and securing systems of end users to prevent further malware infections. The centre is 

working in close coordination and collaboration with Internet Service Providers, 

Academia and Industry. The centre is providing detection of malicious programs and 

free tools to remove the same for common users. The centre is also working with 37 

Banks to detect malware infections in their networks and enable remedial actions. 
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2.1.4. As part of Cyber Security Assurance, under Security Assurance Framework, CERT-

In has empanelled 32 auditors to carry out information security audit, including the 

vulnerability assessment and penetration test of the networked infrastructure of 

government and critical sector organizations. Government and critical sector 

organizations are implementing the security best practices in accordance with ISO 

27001 standard and as per the advice issued by CERT-In.  Services of CERT-In 

empanelled IT security auditors are being used to verify compliance. 

2.1.5. CERT-In has requested RBI to carry out audits through empanelled auditors for all 

digital wallets to ensure their security posture. CERT-In has sent an advisory to the 

banks to put in place robust mechanisms to detect and report cyber security incidents to 

CERT-In by ensuring round the clock monitoring and surveillance and to periodically 

conduct audits, vulnerability assessment and penetration testing for all the critical 

systems. Letter has also been sent by CERT-In to Payment Banks and PPIs to nominate 

Chief Information Security Officers and report cyber security incidents without delay. 

2.1.6. A Crisis Management Plan (CMP) for countering cyber-attacks and cyber terrorism 

for implementation by all Ministries/Departments of Central Government, State 

Governments/UTs and their organizational units in critical sectors has been formulated. 

In addition, several guideline documents and templates have been published to assist 

development and implementation of sectoral Crisis Management Plans. CMP for 

countering Cyber-Attacks and Cyber Terrorism is updated periodically on annual basis 

to take into account changing scenario of cyber threat landscape. The 6th version of CMP 

(2015 version) has been circulated to all the key Central Government 

Ministries/Departments and States/UTs. CERT-In is regularly conducting workshops for 

Central Ministries, Departments, States & UTs and critical organizations to sensitize 

them about the cyber security threat landscape and enabling them to prepare and 

implement the Cyber Crisis Management Plan. 

2.1.7. Cyber Security Mock Drills are being conducted by CERT-In to help the 

organisations to assess their preparedness to withstand cyber-attacks. These drills have 

helped tremendously in improving the cyber security posture of the information 

infrastructure and training of manpower to handle cyber incidents, besides increasing 

the cyber security awareness among the various sectors of Indian economy i.e. Defence, 

Paramilitary forces, Space, Atomic Energy, Telecommunications (ISPs), Finance, Power, 

Oil & Natural Gas, Transportation (Railways & Civil Aviation), IT/ITeS/ BPO sectors and 

Data Centres from Government/Public/ Private.  The mock drill helps the participating 

organizations to:  

 Evaluate the effectiveness of their security processes and procedures 

 Measure their attack detection, response, mitigation and recovery capabilities 

 Create awareness besides imparting training and education for responding to 

cyber security incidents 

 Promoting cross-sector and critical infrastructure relationships/ partnerships 
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 Identifying preparedness gaps  

 Addressing gaps by improving processes, communication and information 

sharing  

 Enhancing response to cyber incidents 

 Reducing cyber risk 

 

2.1.8. As part of security awareness, skill development and training, CERT-In is regularly 

conducting trainings / workshops to train officials of Government, critical sector, 

public/industry sectors, financial & banking sector and ISPs on various contemporary 

and focused topics of Cyber Security.  CERT-In conducts regular training programme to 

make the network and system administrators aware about securing the IT 

infrastructure and mitigating cyber-attacks. CERT-In has published guidelines for 

securing IT infrastructure, which are available on its website (www.certin.org.in).   

2.1.8.1. CERT-In issues alerts and advisories regarding latest cyber 

threats/vulnerabilities along with countermeasures to create awareness among 

stakeholders to take appropriate measures to ensure safe usage of digital technologies. 

These advisories also cover security safeguards for POS, Micro ATMs, electronic wallets, 

online banking, smart phones, unified payment interface, wireless access points/ 

routers, mobile banking and cloud. The specific advisories issued for these are -  

securing mobile banking; mobile and cloud security; online payments through Unified 

Payment Interface (UPI); securing biometric devices; personal online  security; securing 

wireless hotspots; Aadhaar Enabled Payment System; securing web browsers; multiple 

vulnerabilities in Google Android OS and  Apple IOS; security of POS Systems; securing 

online banking; security of e-wallets; securing Wireless Access Points/Routers, secure 

payment through Rupay card; security of Micro ATMs; safeguarding smartphones 

against cyber-attacks, USSD based mobile banking, securing USB Devices, securing SIM 

cards, secure use of credit/debit cards, safeguarding online identity and mobile payment 

channels.   

2.1.8.2. Workshops and meetings have been held regarding security in digital payments 

for banks, Internet Service Providers (ISPs) and Prepaid Payment Instruments (PPIs) 

entities along with active participation from RBI, Department of Financial Services, Law 

Enforcement Agencies and companies providing cyber security solutions. CERT-In has 

also recorded cyber security awareness sessions under the DigiShala Awareness 

Campaign, a free Doordarshan DTH channel, for educating citizens and create awareness 

amongst internet users so that they do not fall prey to online frauds. 

2.1.9. CERT-In is equipped with cyber forensic and mobile device forensic analysis 

facility to extract and analyse the data from the digital devices involved in the cyber 

security incidents and cyber-crimes. CERT-In has imparted training on cyber forensics 

and mobile device forensics through lectures, demonstrations and hands on practical 

training sessions during the training workshops, which covers handling, seizing, 

preservation, imaging and analysis. CERT-In has also provided support to the state 


